
Information Security and Analysis 

Degree Type 
Certificate 

Program Description 
Security is one of the most desired skills in Information Technology. The Information Security and Analysis 
Certificate will prepare you to be able to secure computers and networks from all types of threats including 
malware, viruses, protocol attacks, and more. You will also learn how to analyze your environment for 
problems associated with threats, bandwidth issues, and issues that can occur at each of the layers of the OSI 
Model. The one semester certificate will include three core courses, with each course preparing you for 3rd 
party certification to make your knowledge even more valuable. 

This program falls under the federal guidelines of Gainful Employment programming. For important 
information regarding program costs, debt, and potential earnings, please click here. 

Career Opportunities 

• Junior Network Security Engineer 
• Network Analysis 
• Ethical Hacker 

Program Objectives 

Upon completion of the program, the student will be able to: 

1. Be prepared to protect a computer or network environment from physical, internal, and cyber attacks. 
2. Be able to perform comprehensive security audits and penetration tests. 
3. Analyze and troubleshoot network issues related to security and more. 
4. Create and implement a comprehensive security policy. 
5. Be prepared to take the following 3rd party vendor certification exams: Cisco CCNA Security Certification, 

Wireshark Certified Network Analyst, and EC-Council Certified Ethical Hacker Exam 312-5. 

Obtaining the Certificate 

To earn the Certificate, the student must: 

• Matriculate into the program. 
• Satisfactorily complete all certificate requirements. 
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https://live-pennhighlands-catalog23.cleancatalog.io/sites/default/files/2021-09/Network%2BAdministration%2BSpecialist%2C%2BGainful%2BEmployment%2BDisclosure.pdf
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Required Courses 

Note(s): *The pre-requisites for CIT 292, 293, and 294 will be as follows for this certificate only: CIT 132 Local Area 
Networks or CNT 100 Networking Basics or a minimum of two years of experience as a computer network 
professional. 

Course Code Title Credits 
CIT 292 Network Security 3 
CIT 293 Wireshark Network Analysis 4 
CIT 294 Ethical Hacking 3 

Total Credits 10 
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